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ABSTRACT

This paper presents the development of Al-Driven Socially
Relevant Cybersecurity Curriculum through a collaborative
project among Clemson University, North Carolina Agricultural
and Technical State University (NC A&T), and the University at
Buffalo. We describe the three hands-on labs on cyberbullying
detection that we have developed, and discuss our experience of
using one of the labs in computer science classes and social
science classes.
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1 Introduction

With the popularity of social media, cyber-harassment became a
critical problem as it can have significant negative effects on
targeted groups or individuals. In recent years, artificial
intelligence has been applied to cyberbullying detection [1]. Al
algorithms have been developed and deployed to detect toxic
content on social media [2, 3]. Meanwhile, adversaries may
exploit vulnerabilities of Al-based classifiers by generating
adversarial content to evade existing cyberharassment detectors
[4, 5, 6]. However, few educational materials have been designed
to engage students by integrating Al and socially relevant
cybersecurity through an interdisciplinary approach. Through a
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collaborative project funded by the NSF SaTC program, we are
developing Al-driven socially relevant cybersecurity curricular
modules and hands-on labs to engage students with diverse
backgrounds. The hands-on labs have been taught in the computer
science and social science departments in two universities: NC
A&T and Clemson University.

2 AI/ML based Cyberharassment Detection
Labs

The hands-on labs were developed on Google Colab platform.
To provide students with pre-requisite knowledge, we developed:
(1) a brief introduction of about the IPython-based Jupyter
Notebook and Google Colab; (2) a broad presentation of general
machine learning knowledge; and (3) an introduction about
cyberharrassment and automated cyberharassment detection. For
each lab, we develop a lab manual with two versions: one for
computer science students and one for social science students.
Computer science students are required to program some of the
features for the labs, while social science students are not required
to do such tasks.
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features for the labs, while social science students are not required
to do such tasks.

The three hands-on labs are described below.

Lab 1 Al for Text-based Cyberbully Detection

This lab teaches students how Al models can be used to
distinguish between a cyberbullying and non-cyberbully text-
based content. Students will learn data preprocessing, training,
and the evaluation metrics of Al-based classifiers.

Lab 2 Al for multimodal (image and text) Cyberbully
Detection

Cyberbullying can occur in images, and it can also occur in
both image and text. Students will extract visual features from
images and combine these features with textual features to detect
cyberbullying in this lab.

Lab 3 Adversarial Attacks in Cyberbully Detection

Al models are vulnerable to adversarial attacks. In this lab,
students will use different algorithms to generate images that can
fool models trained to detect cyberbullying, causing the model to
produce incorrect output.

3 Teaching Experiences

Labl has been used by computer science and social science
students in two institutions (NC A&T and Clemson University)
across two semesters: Spring 2022 and Fall 2022. Students were
given a detailed lab manual and are to complete a set of tasks.
Through this process, students learn Al concepts and the
application of Al for cyber-harassment detection. Using pre- and
post-surveys, we asked students to rate their knowledge or skills
in Al and their understanding of the concepts learned. The results
showed that the students moderately understood the Al-based
cyber-harassment detection lab. In both semesters, computer
science students improved their skills in automated cyber-
harassment detection and state-of-the-art cyber-harassment
detectors after participating in the lab.

The social science students showed significant improvement in
their knowledge of how AI works, State-of-the-art cyber-
harassment detectors, and automated cyber-harassment detection
after a background lecture on the topic in the Fall semester
compared to the Spring semester with no background lecture. We
learn that having a background lecture before the labs improve
understanding of the lab contents, especially for non-computer
science students. These findings confirm that the developed lab is
viable for teaching Al-driven socially relevant cybersecurity to
computer science and non-computer science students and can be
used by other institutions.

We have also taught Lab 1 in the GenCyber Summer Camps at
NC A&T in 2021 and 2022. The students in the GenCyber
summer camps are rising 8th to 12th grade.

4 Conclusion

In this paper we describe our approach of developing Al-
driven  socially relevant interdisciplinary  Cybersecurity
Curriculum through a collaborative project. We describe the three
hands-on labs on cyberbullying detection that we have developed
and discuss our experience of using one of the labs in computer
science classes and social science classes. Our experience shows
that providing a background lecture is very important for
achieving the learning outcomes of the hand-on labs, especially
for social science students. Our findings also demonstrate that it is
viable to teach Al-driven socially relevant cybersecurity to
computer science and non-computer science students and can be
used by other institutions.

Future work includes developing hands-on labs on
interpretability of Al models for cyberharassment detection,
Disparity of Al-based Classifiers for Cyberharassment Detection,
and Debiasing Al-driven Cyberharassment Detection Models.
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